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Abstract. This paper presents some applications of One-Time pad (OTP)
cipher in business communications and processing the electronic financial
transactions. Several simulation models created in the CrypTool, making a
mention of the misuse and weaknesses if the same OTP key is used several
times, are also given. Some examples of processing an electronic financial
transaction through the application of the OTP are proposed.

Keywords: One-Time pad (OTP) cipher, CrypTool, multiple use of the same
key, electronic financial transactions

1 Introduction

An electronic financial transactions and real-world digital business operations
that are, first of all, based upon the use of computer systems and electronic data
exchange are exposed to different risks which may have unforeseeable consequences.
Given the frequent attacks on computer networks, attempts to access data in an
unauthorized way, eavesdropping, malicious modifications of data and so on, it is
necessary that new ways of communication enabled by technological progress should
be applied. The safety issue imposes the need to introduce new mechanisms which
should take over the role of classical solutions with the aim of achieving efficient
identification, access control and verification (Menez et al., 2001). The answer to the
majority of challenges like these ones is offered by the application of cryptographic
solutions although there are also the problems that cryptography cannot adequately
respond to (Stallings, 2002).

Cryptography examines protecting information in computer systems and
different transferable data transformation techniques in such a way that the meaning
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of the data is only available to the parties authorized in communication.
Simultaneously, transformation should be such that the unauthorized parties in
communication that come in possession of a transformed message cannot come to the
initial data. There are a large number of cryptographic algorithms, classical and
modern, as well as those using the same key for coding and for decoding, and those
asymmetrical that use different keys in the coding and decoding processes. The
question pertaining to the safety of a cipher is key to each cryptographic cipher,
irrespective of whether a symmetrical or asymmetrical cryptographic algorithm is
used (Ramesh et al., 2012).

One-Time pad (OTP), also called Vernam-cipher or the perfect cipher, is a
cryptographic algorithm where the plaintext is combined with the random key. It is
the only existing mathematically unbreakable encryption (Dent and Mitchell, 2005).
The cipher that has the characteristic which makes it impossible to come to a plaintext
from a ciphered text without knowing the key, not even through an exhaustive key
search, is considered to be an unconditionally safe cipher (Bruen, 2005). There are
some important rules which have to be followed and applied correctly, se the One-
Time pad can be proven unbreakable, according to the Claude Shannon's theorem.
(Shannon, 1948). Even infinite computational power and infinite time cannot break
One-Time pad encryption, simply because it is mathematically impossible. However,
if only one of these rules is disregarded, the cipher is no longer unbreakable.

The basic idea of an unconditionally safe cipher implies that an exhaustive search

of the potential keys that generate a large number of messages anyway should make it
impossible for the eavesdropper to find a way to determine which one of them is the
right one (Liu et al., 2011). The exhaustive search will enable the eavesdropper to
receive a large number of senseless messages which he will reject, but he will surely
also receive a certain number of senseful messages; if all those messages are equally
probable, then there is no way for the eavesdropper to determine which one of them is
the right one.
In this paper the simulation models presenting the basic OTP algorithm principles are
implemented in the CrypTool software tool (https://www.cryptool.org/en/), with a
special mention of the case of the repeated use of the key intended for one-time use.
One example of processing an electronic financial transaction through the application
of the OTP is also given.

2 OTP ALGORITHM CHARACTERISTICS

It has been proven that OTP is impossible to crack if it is used correctly. It has
the perfect secrecy property and allows very fast encryption and decryption
(Manucom et al., 2019). However, the secret key must be atleast aslong as
the message, what makes it quite inconvenient to use while sending large electronic
information.

Prior to the encryption, a message first needs to be presented by a binary
sequence based on the defined code. Then, another binary sequence of the same
length as well as the message, which will represent the key that should have the
characteristics of a random sequence, is needed. The encryption implies that every bit
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of the plaintext p; is added according to the Module 2 (the XOR operation) with one
bit of the ki key each so as to obtain an appropriate bit of the ciphered text c;:

Ci = p; ®k; 1

In the decryption process, each bit of the cipher text is added according to the
Module 2 with the same bit of the key used in encryption, which, given the XOR
characteristics, provides the original text:

pi = Ci ® ki (2)

However, if only one of these rules is disregarded, the cipher is no longer
unbreakable:

= The key is at least as long as the message or data that has to be encrypted

= The key is truly random (it is not generated by a simple computer function or
such)

= Key and plaintext are calculated modulo 10 (digits), modulo 26 (letters) or
modulo 2 (binary)

= Each key is used only once, and both sender and receiver must destroy their
key after use

= There should only be two copies of the key: one for the sender and one for
the receiver (some exceptions exist for multiple receivers).

The simulation model created in the CrypTool software tool that shows the
plaintext encryption and decryption process (the content “Attack at down!”) through
the application of the OTP is shown in Figure 1. The key used is recorded in the
hexadecimal format in the lower left-hand corner, whereas the decrypted message is
shown in the lower right-hand corner in Figure 1.
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, = u C S S "
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Fig 1. The simulation model showing the plaintext encryption and decryption
procedure (the content “My message!”) through the application of the OTP

By searching potential keys (Stefanovic et al., 2021), the eavesdropper generates
a large number of messages, some of which will be senseless, as is shown in Figure 2.
The messages like these will be rejected by the eavesdropper, but a certain number of
senseful messages will surely be generated. If all those messages are equally
probable, then the eavesdropper can in no way determine which one of them is the
right one.
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The safety of the OTP algorithm is based on key randomness. There is no exact
definition for the term randomness, but, from the standpoint of cryptography, there
are two basic properties of the binary random key that are required:

= Unpredictability: Independently of the number of the known key bits, the

probability of guessing the next bit is no greater than . The probability that
the next bit will be 1 or 0 is exactly equal to %%.

= Balance: The numbers “1” and “0” have to be approximately equal in a

sequence of a sufficiently big length.

If the key is a random binary sequence, then the probability that any bit of the
key whatsoever has the value of the logical one is equal to the probability that that bit
has the value of the logical zero and equals '%. Differently from that, the plaintext has
certain statistical characteristics and the probability of the appearance of logical ones
and zeros is not equal.
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Fig 2. The simulation model showing the potential key search procedure

3. WEAKNESS OF THE ALGORITHM DUE TO THE MULTIPLE
USE OF THE SAME OTP KEY

The simulation model illustrating the application of the same OTP key in the
process of encryption two different messages is shown in Figure 3. A digital image
was chosen as the plaintext so as to visually as well show the consequences of the
multiple application of the same OTP key. Should the XOR operation be performed
over the cipher texts C4 and Cp, the following result is obtained:

Cpo®Cp =(A®K)®(BOK)=(A®B)®(K®K)=(A®B)®0=A®B (3)

These characteristics has as a consequence the situation in which, after performing
the XOR operation over the cipher texts even though the eavesdropper is not
knowledgeable of the key K, an inventive eavesdropper discovers a lot about the
original messages, which is the reason why the multiple use of the same OTP key is
not recommendable.
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The result shown in the lower left-hand corner in Figure 3 reveals a lot about the
original images, which is a consequence of the mentioned characteristics of the XOR

operation.
" [manea”
N e

=i _

Fig 3. The simulation model illustrating the multiple application of the same OTP
key

In the case of text messages, encrypted with the same OTP key, simulation
results are given in Figure 4, Figure 5, Figure 6 and Figure 7. Plain text is given in
Figure 4, while the cipher text generated using the same OTP key for both messages
is given in Figure 5. After performing the XOR operation over the cipher texts given
in Figure 5, the obtained result (even though the eavesdropper is not knowledgeable
of the OTP key) is illustrated in Figure 6. Some additional analysis of the result is
given in Figure 7, showing a lot about the original messages.

Ciphertextl (| ASCI ¥ |): Ciphertext2 (| ASCI ¥ |):

Ieet me at 6 o'clock tomorrow. Ieet me on Thursday at 7.

A A
Fig 4. Two messages that are to be encrypted with the same OTP key
CT1 (Hex) =

4d,65,65,74,20,6d,65,20,61,74,20,36,20,6f,27,63,6¢,61,63,6b,20,74,6f
,6d,617272,6f77,2e

P

CT2 (Hex) =
4d,65,65,74,20,6d,65,20,6f,6e, 20,54,68,75,72,73,64,61,79,20,61,74,2
0,37,2e

P

Fig S. Cipher text of messages (CT1 and CT2) encrypted with the same OTP key
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CT1 (Hex) XOR CT2 (Hex) =

00,00,00,00,00,00,00,00,0e,14,00,62,48,1a,55,10,08,0e,1a4b,41,00,4
£5a41,72726177,2e

i

Crib words:

meet

Fig 6. Results after performing the XOR operation over the cipher texts CT1 and
CT2

outputl | output2 ‘

outputl | output? ‘

outputl | output? ‘

|
|
‘ outputl | output2 ‘
}

outputl | output2 ‘

‘ outputl | output2 |

* mek ‘ outputl | output? ‘
s mkt ‘ outputl | output2 |
* Ce ‘ outputl | output2 |

* we< ‘ outputl | output2 |
* m-n ‘ outputl | output2 ‘
e ! ‘ outputl | output2 |

* %0d ‘ outputl | output2 |
s wOu| ‘ outputl | output2 ‘

.
H

‘ outputl | output2 ‘

* lmkn | outputl | output2 ‘

Fig 7. An additional analysis of the results obtained after performing the XOR
operation over the cipher texts CT1 and CT2

It can be concluded that each key is used only once, and both sender and receiver
must destroy their key after use.
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4. SOME EXAMPLES OF MAKING ELECTRONIC FINANCIAL
TRANSACTIONS BY APPLYING THE OTP ALGORITHM

Most online transactions require a two-step authentication, and the OTP
password sent by SMS is often one of those two steps. The purpose of an OTP is to
prevent fraud by confirming that the person making the transaction and the credit card
owner are one and the same. To do so, a temporary code is automatically sent by SMS
to the phone number associated with the bank account used, as it is illustrated in
Figure 8.

Once the OTP SMS is received, the user types it in the transaction interface and
he is only then able to finalize his purchase. Regrettably, the mobile device (tablet or
smartphone) used to send and receive an SMS is not very innocuous. The time
validity of the OTP password is also provided, and it is limited to a couple of minutes,
as it is illustrated in Figure 9.

Token a

Generate OTP

940430

Fig 8. Creating a request for generating a one-time password and sending the
password to the user’s mobile device

il mts 3G B @ BE% || wl mis 3G 1’2 @ 6a% @
Sinhronizacija Token info

FDO5049802

02.05.2020 04:20:48

Fig 9. The illustration of the data about the password time validity
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In order to sign in to e-banking applications very frequently used in business and
private financial transactions, the serial number of the token or m-token is only
needed. The user does not reveal his PIN for the token or m-token to anyone, whereas
the implied recommendation reads: keep the PIN with the token or m-token. The bank
does not request a one-time password from the user, nor does it request a data for
signing a transaction.

The creation of a request for generating a one-time password is shown in the left-
hand part in Figure 8, whereas the generated password sent to the user’s mobile
device is shown in the right-hand part in Figure 8. The data about the password time
validity is also forwarded to the user, as is shown in Figure 9, also including some
additional pieces of information about the token. The password duration forwarded to
the user after the synchronization had been performed with the server time is shown
in the left-hand part in Figure 9 and is 5 minutes. The additional pieces of information
about the token (the Token info) showing the serial number and the UTC time are in
the right-hand part in Figure 9. The mobile token synchronization is performed to
adjust the time on the user application and the server time in order to allow the
application to run undisturbedly (https://www.raiffeisenbank.rs/token/).

An advantage of this kind of password is that since it is randomly generated, the
user does not have to make an effort to remember it. The OTP is always provided via
authenticator app or physical token. Another advantage is that the randomly-generated
passwords are infinitely more secure than user-created passwords. User-created
passwords are usually quite weak, with reuse across multiple account further
decreasing security.

It can be concluded that one-time passwords are a very good method for
increasing security and reducing compromised accounts, fraud, and other cybercrime.
Despite the additional effort that is often required to utilize this method, most users
strongly agree that this is a small price to pay for the security and peace of mind that
comes with using one-time passwords.

5. CONCLUSION

The paper shows an example of the application of an unconditionally safe
cipher, which cannot be broken irrespective of the available resources because the
coded message has no sufficient information to uniformly define the appropriate
original text. Given the fact that the safety of the OTP algorithm is based on the one-
time use and randomness of the key, the paper specially considers the case of the
multiple use of the same key. While applying the OTP, the distribution of the
generated key to the other party in communication, which is becoming practically
impossible to solve in the commercial world, is certainly a major issue.
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