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Study of the Power Consumption of Pseudo Random Bit
Generator Circuits Implemented on FPGA

Galia Marinoval!

UTechnical University-Sofia, Faculty of Telecommunications
8, Boulevard ,,KlimentOhridski“, Sofia, Bulgaria
gim@tu-sofia.bg

Abstract. This paper presentsa power consumption estimation study for a set of PRBG circuits
in the aim to add power consumption constraints at the design stage for such circuits and to help
optimal design selection with minimal power consumption for a given application. The PRBG
circuits are implemented on XILINX FPGA devices and they are simulated with the Power
analyzer option of VIVADO tool. The power consumption of 8 PRBG circuits implemented on
a same FPGA device is estimated — 6 of the circuits are LFSR or Galois and the other two are
Kasami and Gold. The influence of the LFSR length on the power consumption is considered
both at synthesis and implementation stages. On the other hand 2 different VHDL descriptions
of a circuit are compared, to consider the influence of the code. The approach proposed can be
useful for other classes of communication circuits.

Keywords: PRBG, FPGA, VHDL, Power consumption

Introduction

Pseudo Random Bit Generator (PRBG) circuits, being very widely used for security,
compressive sensing and diverse other applications in telecommunications, are studies in
different aspects in the laboratory of Computer-aided Design in Telecommunications in
Technical University-Sofia. Some results of this study are published in [1] where tests for
randomness from the National Institute of Standards and Technology (NIST) suit [5] are
applied on commonly used PRBGs. Other aspects of the PRBG circuits study are their power
consumption in the aim of green communications as noticed in [2],[3] and low power
consuming devices for Internet of Things (IoT). A recent research, described in [4] has
confirmed the strong influence of VHDL codes of a circuit design from a given specification
and it’s illustrated for a 4-bit comparator circuit.

The basic structure for hardware realization of PRBG is the Linear Feedback Serial Register
(LFSR). The number of D flip-flops N in the register defines the maximal length of the pseudo-
random bits generated 2N-1 and the taps passing through XOR or NXOR gates form the
feedback and determine the concrete suit for a given initial state called seed. Combinations
from 2 or 3 LFSRs form more complicated circuits as Kasami and Gold, which for correctly
selected polynomials, show better randomness of the bits generated than the simple LFSR
circuits. One of the most widely used random bit and number generator algorithm - the
Mersenne Twister, implemented in MATLAB, is also based on LFSR at the first step, the
second step being tempering. The concern for low power design and green communications, as
noticed in [2],[3] motivated the research described in the current paper on power consumption
of PRBG circuits on FPGA. Some results on power consumption of PRBG circuits on FPGA
are presented in [6], but the concrete FPGA device used is not specified and it limits the
possibilities for comparison. As illustrated in [4] the concrete FPGA device is one of the factors
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that influence the power consumption of the design. Other factor of influence illustrated in [4]
is the type of the VHDL code — structural or behavioral. The study described further covers 2
elements: first 8 PRBG circuits with structural VHDL description, implemented on the same
FPGA device, are estimated for power consumption and then 2 VHDL description of a given
PRBG circuit are compared for power consumption. The results obtained for elaborated and
synthesized design schematics, numbers of nets and cells generated, power consumption at
synthesis and implementation stage are analyzed.

Study of the power consumption of PRBG circuits with structural
VHDL descriptions

The study covers 8 PRBG circuits described in VHDL, based on LFSRs with different length,

as well as Kasami and Gold circuits. The circuits studied are:

e LFSR 8 bits, TAP(0,2,3,4) — circuit described in [6],[7];

e Galois, 8 bits, TAP(4,5,6) — circuit described and studied for randomness in [1];

e LSFR, 9 bits, TAP(4,0) — circuit used in Rohde&SchwarzVector Signal Generator
SMIQO3B [9], described and studied for randomness in [1];

e LFSR, 10 bits, TAP(3,0);

e LFSR, 16 bits, TAP(2,0)-circuit used in Rohde&SchwarzVector Signal Generator
SMIQO03B [9], described and studied for randomness in [1];

e LFSR, 21 bits, TAP(5,3,2,0) - circuit used in Rohde&SchwarzVector Signal Generator
SMIQO3B [9], described and studied for randomness in [1];

e Kasami, TAP(0,7), TAP(0,1), TAP(0,2), m=011, k=011 — circuit described in [2] and
presented on Fig. 1;

e Gold, TAP(0,7), TAP(0,2,7,8) — circuit presented on Fig. 2.
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Fig.1. Kasami PRBG circuit

Fig. 2.10 bit Gold PRBG circuit

The polynomials for the Gold circuit studied are:
f(X) = x0 +x3+ 1. @

g =x10+xE+x3+x2+1, (2)

The length of the PRBG sequence for each circuit is presented in Table 1.
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Table 1.Length of the PRBG sequence for the studies LFSR, Kasami and Gold circuits

Ne| Pseudo-random bit generator circuit Length of the
On-chip power Synthesized/Implemented PRBG sequence

1. | LFSR 8 bits, TAP(0,2,3,4) 255

2. | Galois, 8 bits, TAP(4,5,6) 255

3. | LSFR, 9 bits, TAP(4,0) 511

4. | LFSR, 10 bits, TAP(3,0) 1023

5. | LFSR, 16 bits, TAP(2,0) 65535

6. | LFSR, 21 bits, TAP(5,3,2,0) 2097152

7. | Kasami, TAP(0,7), TAP(0,1), TAP(0,2), m=011, k=011 1023

8. | Gold, TAP(0,7), TAP(0,2,7,8) 1023

All 8 circuits are first designed based on structural descriptions in VHDL, using D flip-flops
and NXORs as components. All 8 circuits are implemented on the same FPGA
XCZ020clg484-1 on Zedboard development system. Design and simulations are performed in
VIVADO 2014 tool (XILINX).

The steps of the study in Vivado 2014 are:
¢ Timing simulation based on the VHDL structural description of the circuit;

e Generation of elaborated design schematic and estimation of the number of nets
and cells;

e Generation of synthesized design schematic and estimation of the number of nets
and cells;

e Power estimation of the synthesized design;

e Power estimation of the implemented design.

Elaborated design schematics and estimation of the number of nets and cells of the
elaborated and synthesized designs for the 8 circuits from Table 1 are presented in
Table 2.

Results for on-chip power consumption of the synthesized and implemented designs
of the 8 circuits are presented in Table 3.

As shown on Fig. 3 for the 6 LFSR — based circuits there is slight increase of the power
consumption estimated at the synthesis stage starting from 154 W for 8 bit circuits to 164 W for
21 bit circuit and almost no influence on the power consumption estimation at the
implementation stage which stays constant 0.137 W from 8 to 16 bits and increases with 1mwW
to 0.138 W for 21 bit LSFR.
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Table 2.Elaborated design schematics of PRBG circuits in Vivado 2014

Ne | Pseudo-random bit generator circuit Cells, Nets
Elaborated design in Vivado 2014.4 Synthesized
Implemented
LFSR 8 bits, TAP(0,2,3,4) 11 Cells, 13 Nets

12 Cells, 16 Nets

am

L Lot d gy
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EE

|H

2. 11 Cells, 13 Nets
Galois 8 bits, TAP(4,5,6) 12 Cells, 18 Nets
QE g ig iy g
E}
3. |LSFR, 9 bits, TAP(4,0)[ 10 Cells, 12 Nets

12 Cells, 16 Nets

-

4. |LFSR, bits, ) TAP(3,0) 11 Cells, 13 Nets
g g |12 Cells 15 Nets

5. |LFSR, 16 bits, TAP(2,0) 17 Cells, 19 Nets
,j ,j 20 Cells, 24 Nets

6. LFSR, 21 bits, TAP(5,3,2,0) 22 Cells, 24 Nets
T e e e e e e e e o 25 Cells, 29 Nets
J T G G ey

CAH.

7. |Kasami, TAP(0,7), TAP(0,1), TAP(0,2), m=011, k=011 31 Cells, 34 Nets
£1 @ 20 Cells, 26 Nets

& L= 1 Ll et = Lt
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8. [Gold, TAP(0,7), TAP(0,2,7,8) - 23 Cells, 25 Nets
i ﬂ~.5v.“ % i i: D 5 g - 24 Cells, 29 Nets
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Table 3.Power consumption of PRBG circuits at synthesis and implementation stage

Ne | Pseudo-random bit generator circuit Synthesized
On-chip power Synthesized/Implemented Implemented
1. LFSR 8 bits, 0.154 W
229, | [1Dynamic: 0034w 13% | ] Dynamic: 0.017 W 0.137W
61% [ signals: 0.021W 0% [ signals: 0.007 W
| Dloas ootsw | 349 | [ Llogicc 0.008 W
78% 22% O Lfo: 0.008 W 26 O vo: 0.005 W
[ Device Static: 0,120 W [ Device Static: 0.120 W
2. | Galois, 8 bits, TAP(4,5,6) 0.154 W
229 | Dynamic: 0.034W | 12% | 7 pynamic: 0017 W 0.137W
g1% | Sianak: 0.021w 1% | [ Signals: 0.007 W
o & L—DEE 0.008 W e 340, | MLlodicc  0.006 W
A% 29 | D10 0.007w 359 |CILO:  0.004wW
B Device Static:  0.120W [ Device Static: 0.120 W
3. |LSFR, 9 bits, TAP(4,0) 0.154 W
229 | C]Dynamic: voszw [ O Dynamic: 0.017 W 0.137W
62% | [ Signals: 0.021 W e S f"q@: 0.007 W
[ Logic: 0.006W | ggeg || 227 Lediss 0.0os W
78% Z‘;: Cuo:  0.007w 2% | LS o.004w
[0 Device Static: 0,120 W [0 Device Static: 0,120 W
4. LFSR, 10 bits, TAP(3,0) 0.157W
23% | [ Dynamic: 0,035 W T [ Dynamic: 0.017 W 0137W
63% | [ Signals: 0.023w 0% [ signals: 0.007 W
1ge5 | [l logicc  0.008 W s 34%, | [Logic: 0.006wW
7% | [[21% | L2 0.007wW 289 | COILID:  o.o04w
[ Device Static: 0.120W [ Device Static: 0.120W
5. LFSR, 16 bits, TAP(2,0) 0.160W
358, | [ Dynamic: o.090w | 12% [ Dynamic: 0.017 W 0137W
67% | [ Signals: 0.027 W 41% | [ ignals: 0.007 W
[ Logic: 0.006 W S99 | [ Llogic: 0.006 W
75% 1';3: Cuo:  owoorw | e 25ee | CILi0:  0.004wW
[0 Device Static: 0,120 W [ Device Static: 0,120 W
6. LFSR, 21 bits, TAP(5,3,2,0) 0.164W
. 0.138W
N Ny .
26%;, | L] Dynamic: 0.043W [ 130, [ Dynamic: R
eo% | K M: 0030w 41% | [ Signals: 0.007 W
T O Logic:  0.006 W 338¢ |[OLlogic: 0.006 W
74% | gap (0L 0008w | 7| o One: o.oosw
[ Device Static: 0,120 W [ Device Static: 0.120W
7. |Kasami, TAP(0,7), TAP(0,1), TAP(0,2), m=011, k=011 0.579W
[ Dynamic: 0.457 W i 055W
[ Dynamic: 0.428 W
%
S Ol signals: 0.042w | [ signals: 0.017 W
e O Logic: 0.011W s [ Logic: 0.010 W
OLio:  o.409wW O o: 0.401 W
1% [ Device Static:  0.122w | - | O Deviee State: 0,121 W
8. |Gold, TAP(0,7), TAP(0,2,7,8) 0.300W
0.282W
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[ Dynamic: 0.187 W
6561% 24%

] Dynamic: 0. 160 W

[ Signals: 0.045 W S7% 13%
[ Logic: 0,010 W

[ Signals: 0.021wW

e Oror oazew O
O nio: 0.129 W
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Fig. 3. Power consumption of LFSR with different width — 8, 10, 16, 21 bits for synthesized
and implemented designs

The power consumption of the Gold circuit grows to 0.309W at synthesis stage and 0.282 W at
implementation stage. The power consumption estimation for Kasami circuit shows the highest
values from all studied circuits 0.579 W at synthesis stage and 0.550W at the implementation
stage.

The decrease of the estimate at the implementation stage is due to more realistic calculation at
that stage compared to worst case based estimation at the synthesis stage. The realistic
correction concerns the dynamic power estimate which decreases twice at implementation stage
for the 6 LFSR circuits estimated, while static power estimation stays constant. Therefore the
percentage of dynamic and static power at implementation stage varies from the one at
synthesis stage. The variance in power consumption estimation for the circuits of Kasami and
Gold circuits concerns also the dynamic part, thus determining different percentage shares of
static and dynamic powers estimates.

The predominance of power consumption for Signals in dynamic power is observed for the 6
LSFR circuits and the predominance of power consumption in 1/O is observed for Kasami and
Gold circuit. The power consumption in logic varies few in all 8 circuits — from 6mW for the 6
LFSR circuits to 10 mW for Kasami and Gold circuit.

The comparison of the structural elements of the different circuits from Figures 1 and 2 and the
elaborated designs from Table 2 show that the increasing number of D flip-flops has little
influence on the power consumption, but Kasami circuit which has also a higher number of
XOR gates, has a considerable (3 times) increase of the power consumption. Power
consumption of XOR circuits and means for its reduction are studied in several references as

[al.

38




Study of the influence of different VHDL descriptions of a PRBG
circuit on its power consumption

As pointed in [4] the VHDL description of a circuit for a given specification influences
considerably the power consumption of the design when implemented on FPGA. In [4] the
illustration is given for comparator circuits. Here a similar experience is realized for 2 different
VHDL descriptions of the circuit LFSR 10 bits, TAP(3,0). The first VHDL code with structural
description is:

library ieee;
use ieee.std logic 1164.all;
entity LFSR10 is
port (R, CK:in bit; RB:out bit);
end LFSRS8;
architecture archLFSR8 of LFSR8 is

signal int:bit vector (9 downto 0);
signal intl:bit;
componentBascule DD

port (R, CK:in bit;D:in bit;Q:out bit);
end component;
component DXOR

port (A,B:in bit;S:out bit);
end component;
begin

D9:Bascule DD port map (R=>R,CK=>CK,D=>intl, Q=>int (9)

( )i

D8:Bascule DD port map (R=>R,CK=>CK,D=>int (9),Q0=>int (8));
D7:Bascule DD port map (R=>R,CK=>CK,D=>int (8),Q=>int (7)) ;
D6:Bascule DD port map (R=>R,CK=>CK, D=>int(7),Q=>int(6));
D5:Bascule DD port map (R=>R,CK=>CK,D=>int (6),0=>int (5));
D4:Bascule DD port map (R=>R,CK=>CK,D=>int (5),Q=>int (4));
D3:Bascule DD port map (R=>R,CK=>CK,D=>int (4),Q0=>int (3));
D2:Bascule DD port map (R=>R,CK=>CK,D=>int (3),Q0=>int (2));
Dl:Bascule DD port map (R=>R,CK=>CK,D=>int (2),Q=>int (1))
DO:Bascule DD port map (R=>R,CK=>CK,D=>int (1),Q=>int (0));
X0:DXOR port map (A=>int (0),B=>int (3),S=>intl);

RB <= int (0);
end archLFSR10;

(el
D

Basuke DO Basoke 0O Basnke 00 Basnie 00 Baznuke DO Basouke 0O

Fig 4. Elaborated design from the VHDL structural description of 10 bit LSFR TAP(3,0)

39



For this description the elaborated design is shown on Fig. 4 and the on-chip power estimations,
the numbers of cells and nets are as follows:

e At the synthesis stage: 0.157 W, 11 Cells, 13 Nets;
e At the implementation stage: 0.137W, 12 Cells, 15 Nets.

Figure 5 shows the power reports at synthesis and implementation stage for the VHDL
structural description of the 10 bit LSFR TAP(3,0).

230 [ Dynamic: 0.03aWwW
s ¥ 12% | Dynamic: 0,017 W
63% | [ Signals: 0,023 W 0%, [ signals: 0,007 W
geg | [ Logic: 0.006 W 343, | Dlogicc 0.006W
77% io: y | 8% -
21% | OJLO:  p.007w sgop | CILO: 0,004 W
[[] Device Static: 0.120W [ Device Static: 0.120'W

Fig. 5. Power consumption estimation at synthesis and implementation stage of the LFSR 10
bits TAP (3,0) PRBG circuit from Fig. 4

The second VHDL code using the command reg is:

library IEEE;

use IEEE.STD LOGIC 11 64 .ALL;

entity 1lfsr is

Port ( clk : in STD LOGIC;

rst : in STD LOGIC;

g out : out STD LOGIC) ;

end lfsr;

architecture Behavioral of lfsr is

signal reg:std logic vector (9 downto 0);

signal input bit:std logic;

begin

process (rst,clk)

begin
if rst='1l' then
reg<="1010101010";
elsifclk'event and clk='1l"' then
reg<=(reg(8 downto 0)&input bit);
end 1if;

end process;

input bit<=reg(9) xorreg(6);

g_out<=reg(9);

end Behavioral;

Figure 6 shows the power reports at synthesis and implementation stage for the VHDL
description with the command reg of the 10 bit LSFR TAP(3,0).
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Fig. 6. Elaborated design from the VHDL description of 10 bit LSFR TAP(3,0) using the
instruction reg

[ Dynamic: 0471w 1 Dynamic: 0,195 W
8% | [22% | Osanas:0.0s7w | 0 | FE2R ] O signals: 0.018 W
O Logic: 0,008 W O Logic:  0.008 W
3% | Ouo: 0126w 83% | Duo:  oazsw
4304 45%
[[] Device Static: 0,122W [ Device Static: 0, 122w

Fig. 7. Power consumption estimation at synthesis and implementation stage of the LFSR 10
bits TAP (3,0) PRBG circuit from Fig. 6

For this description the elaborated design is shown on Fig. 4 and the on-chip power
estimations, the numbers of cells and nets are as follows:

oAt the synthesis stage: 0.293W, 11 Cells, 13 Nets;

e At the implementation stage: 0.27W, 15 Cells, 18 Nets.
The VHDL description using the command reg turns to increase the power consumption of the
LFSR circuit almost twice both at synthesis and at implementation stage. As noted previously
there is variation in the dynamic power estimation and more precisely at power for Signals and
1/0, which changes the percentage images as well.

Conclusion

The study of LFSR random bit generator circuits with structural VHDL descriptionshows very
slight or missing variance of the power consumption from the length of the LFSR. More
complicated circuits as Kasami and Gold show a bigger power consumption, growing to 3 times
for the on-chip power estimation of Kasami circuit. As Kasami and Gold circuits are proven to
be with better randomness than LFSR circuits (failing some of the NIST criteria, see [1]) and
these 2 circuits have randomness performance comparable to the one of the most popular
Mersenne Twister circuit (algorithm used in MATHLAB), the use of Gold circuit proves to be
optimal not only in terms of randomness but in terms of consumption. Results for power
consumption of some of the LFSR circuits studied in this paper are given in [6] and they
confirm the slight dependence of power consumption from the number of bits. They show
lower values compared to the results obtained in the current study because of the
implementation on a different and unspecified circuit, included in previous version of XILINX
tool ISE.

41



The results in the paper illustrate the strong influence of the VHDL code description of the
PRBG FPGA-based design on its power consumption.
The methodology steps of the study realized and described in the paper can be used for
studying and optimizing other classes of digital circuits for low power consumption.
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